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Abstract

Statistics textb ooks for undergraduateshave not caught up with the
enormousamourt of analysis of Internet data that is taking place these
days. Casestudiesthat useWeb serer log data, Internet survey data or
Internet network tratc data are rare in undergraduate Statistics education.
This paper summarizesthe results of researt in three areasof Internet data
analysis: users'web browing behavior, user demographics,and network
performance. We presert someof the main questionsanalyzedin the
literature, someunsolved problems, and sometypical data analysis methods
used. We illustrate the questionsand the methods with large data sets. The
data setswere obtained from the publicly available pool of data. Those data
setshad to be processedand transformed to make them available for
classram exercises.The processeddata setsas well as more material for
classesare available at a web site with addressthat can be obtained from
the main author.

1. Intro duction

Statistics textb ooks for undergraduateshave not caught up with the enormous
amourt of analysisof Internet data that is taking placethesedays. Casestudies
that useWeb sener log data, Internet survey data or Internet network tratc data
arerare in undergraduateStatistics education. We had to conduct a large amourt
of researt and computer work to be able to assesshe key areasof current
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Internet data analysisthat are more likely to have an impact on businessand the
population of usersin general. The three data setsand the story around ead of
them that we presen belov summarizethat researt.

One commonthread in the three storiestold below is that there is an increasing
demandfor Internet data analysis. Computer Sciertists are being called more and
more frequertly to provide computer log data that can be usedto understand
users'web browsing behavior, to make web pagesmore responsive to users'needs.
In addition to that, the number of Internet usersurveysis growing at an amazing
speedfor the samereasons.And communication networks are providing data that
can help understand how the network itself respondsto users,to make the quality
of the network better for users.

For the teadhing of Statistics, there are somethings in commonin the three
stories. Becausethe data and graphsthat appear in Internet data analysisbehave
sometimesdi®erenly from what we tead studerts in the descriptive data analysis
module, we can usethesestoriesto reinforcewhat studerts already know, by
cortrast. In addition to that, the data setsare huge, much biggerthan the oneswe
usually usein our teading, preserting the studert with the mystery of dealing
with such monsters. Finally, but not the least, there are no de nite answersyet, so
the studerts are really being exposedto the ongoingseard for new paradigmsin
the engineering,computer scienceand statistics community.

2. Web browsing behavior at the user level

Oncea usereners a web site how many pagesor links within the site doesthat
uservisit? The answer to this question may suggestactionsto improve the site. If
similar distributions for the number of pagesvisited per userare obsened at
di®eren web sites, then maybe somelaws can be establishedfor all sites. Researb
e®ortsin this areaare directed at nding theselaws. Examplesof thesee®ortsare
Hansenand Sen(2003), Cadezet al. (2003) and Huberman et al. (1998), eat
analyzing a di®eren data set.

Someof the analysisdonein the literature to answer that questioncan be
illustrated with data publishedin the UCI KDD Archive (Hedkerman, 2003). We
processedhesedata to obtain obsenations on the number of di®eren pages
visited by userswho ertered the msrbc.compageon Septenber 28, 1999and other
information. A random sampleof this data set wasusedby Cadezet al.(2003) to
do cluster analysisand visualization of the patterns (order) of visits followed by
users,i.e., to seethe frequencyof whole sequencesThis is a very important
guestion,too. But we don't look into it in this paper.

The original data comesfrom Internet Information Sener (11S) logsfor msrbc.com
and news-relatedportions of msn.comfor the ertire day of Septenber 28, 1999
(Paci ¢ Standard Time). Eadch sequencen the datasetcorrespndsto pageviews
of a userduring that twenty-four hours period. Sincethere are 989818users,there
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Figure 1. Histogram of the length of visits. Inverse gaussianof same mean and
variance overimposed

are 989818sequencesEadc ewert in a sequencecorrespndsto a user'srequestfor
a page. Requestsare not recordedat the nest level of detail{that is, not at the
level of URL, but rather, they are recordedat the levels of pagecategory (as
determinedby a site administrator). The categoriesare \fron tpage", \news",
\tech"”, \lo cal", \opinion", \on-air", \misc", \w eather", \health", \living",
\business", \sports", \summary", \bbs (bulletin board service)", \tra vel",
\msn-news", and \msn-sports”. As an example,we write belov the sequencdor
the rst three usersin the data set (one line per user):

Userl: frontpage,frontpage
User?2: news
User3: tech,news,news,loal,news,news,news,tbgech

We processedhe original data setto obtain the variable "length”, which
represens the actual total number of links visited by eat user. For example,user



onehaslength=2, usertwo haslength=1, and userthree haslength=9. The
averagenumber of pagesvisited is 4.747,the medianis 2 pages,the minimum is 1
and the maximum is 14800pages. The histogram, in Figure 1, is very skewed.

Notice that the histogram contains only valuesof length lessthan or equalto one
hundred, excluding those usersthat visited more than 100 pages.The longest
visits are probably crawlers or maybe di®eren peopleloggedin the samelP
address.One of the problemswith web sener log data is preciselywhat to do with
thesecrowlers. Shouldthey be included, should they not? Although we did not
include them all in the graphs,all the numbers were usedfor the computations of
the statistics. An important fact to obsene is that most usersvisit few pages,but
the tails are very long, indicating that someusersvisit a lot of pages.

What model should we usefor this behavior? Hubermanet al. (1998) and other
authors, recommendedan inversegaussiandistribution for the variable length (L).
This distribution hastwo parametersand is descriked by the formula

(NSt
21 2L

P(L) = exp

77

The meanE(L) = ! andvarianceVar(L) = 13=_, where, is a scaleparameter.
This distribution "has a very long tail, which extendsmuch farther than that of a
normal distribution with comparablemeanand variance. This implies a nite
probability for events that would be unlikely if described by a normal distribution.
Consequetly, large deviations from the averagenumber of user-clikks computed at
a site will be obsened" (Hubermanet al., 1998). Another property is that

"b ecauseof the asymmetry of the distribution function, the typical behavior of
userswill not be the sameastheir averagebehavior. Thus, becausethe mode is
lower than the mean, care must be exercisedwith available data on the average
number of clicks, asthis averageoverestimatesthe typical depth being surfed.”

It canbe showvn that the cumulative distribution function of the inverseGaussian
distribution is

- 1# T _p 1 #

F(L;% ,)=© 15;1 +e7 0 > —+1

L
where©J ] is the standard normal distribution function.
Is the inverseGaussianreally a good model for the data we have? It is instructive

to follow the guidelinesgivenin the referencesmertioned above to answer this
question.



Theoretically, by maximizing the likelihood function, the equationsfor the
maximum likelihood estimators (MLE) of , and® in the inverseGaussian
distribution given above can be found to be

xXn
n = E |_i
n .
i=1
and
A n
X =gy
Li
=1
For the msrbc.comdata, we nd:
1 X 4698794
n= _ P = = 4747129
n._, 989818
A _ 989818

The inversegaussianwith theseestimatesis tted to the histogramin Figure 1.
Visually, it isa good t, but we don't shaw the tails, sowe can not concludefrom
this plot that the t is good over the whole distribution.

Commandsin R to do thesecomputations and the onesthat follow can be found in
Appendix A.

To seehow good is this model, Huberman et al.(1998) and Senand Hansen(2003)
comparedthe cumulative distribution function implied by the model to the
empirical cumulative distribution function derived from the data. Then they usea
p-p plot againstthe tted distribution. We do the samewith the length variable;
the plots can be seenin Figure 2. The p-p plot revealsa mis t of the inverse
gaussianmodel to our data. Hansenand Sen(2003) got similar results with the
bell-labs.comdata set they used.

Another way of investigating whether the inversegaussianis a good model, is
basedon the following fact: If you take logson both sidesof the inversegaussian
formula you obtain

J(Lj 1)
212

logP (L) = j glogLi + log :

2%

Thus a plot of log(L) vs log(frequency) should shaw a straigt line whoseslope
approximates 3/2 for small valuesof L and large valuesof the variance. A plot of
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Figure 2: Left:Empirical (o 0 0) and inversegaussian(|-) cumulative distributions.
Right: p-p plot

the frequencydistribution of sur ng clicks on the log-log scalecan be seenin
Figure 3. Acording to this plot, the theoretical result holds. The regressionline for
the whole range of the data hasa slope of | 1.9

The log-log plot also helpsnotice that, up to a constart given by the third term,
the probability of nding a group sur ng at a given level scalesinverselyin
proportion to its length, P(L) / L 3. This is a characteristic that appearsin a lot
of Internet data sets. We don't pursueit further here,but it is at the heart of the
debateabout the nature of the data and the best possiblemodel.

Basedon the results above, would we recommendthe inverseGaussianmodel for
the length of visits (or number of links that a uservisits) in the msrbc.comdata
set? This is one of the questionsstill unansweredand in needof more researt.

We shall not dwell further into Web browsing behavior researtr. But beforewe
concludethis section,we would like to point out that the above is just the tip of
the iceberg. Oncethe distribution of \length" is settled, the next step for
researtersis to model the sequenceof requestsby users. Huberman et al (1998)
model them using a simple rst order Markov model. Senand Hansen(2003) try a
‘rst and second-ordeMarkov model, a nite mixture of rst-order models,and a
Bayesianapproad. Cadezet al. (2003) investigate simple markov models for
di®eren clustersof users. The objective of thesemodeling attempts is to
determinethe best model to predict a user'snext pagerequest. Pageswith higher
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Figure 3: Plot of frequencydistribution of length in log-log scale

probability of being requestedcan then be made more accessible.

Interestedreaderscan experimert in classwith many of thesequestions,either
using the raw data, or three di®eren processedlata setsthat we extracted from
this raw data set, and that are available at a web site that we will be glad to
provide upon request. Perhapsthe readercan obtain Web sener log data from the
sthool wherethis material will be taught. In the latter case,be aware that raw log
sener data with URLs and detailed computer information needsto be corverted to
somethinglike the raw data of Hedkerman (2003) using Perl or similar programs.
After that, you can processit further to useit for data analysis.

3. Demographics of Internet Users

Who is using the Internet? What is the e®ectof the Internet on users?Theseare
very important questionsthat are receivinga lot of attention in the researt
community (Wellman et al.(2002)). At the end of 2001the number of Internet
usersin the world was more than 500 million (up from 16 million in 1996). The
Internet has quickly becomepart of our livesand numerousreseart e®ortshave
beendedicatedto trying to understandwho is usingit and how it is being used.
To illustrate someof questionsbeing asked, we usedata from a survey conducted
by the Graphicsand Visualization Unit at GeorgiaTed from October 10 to



Novenber 16, 1997. The full details of the survey are available at
http://www.gvu.gatech.edu/user  _surveys/survey-1997-10/graphs/#general
The particular subsetof the survey provided hereis the "general demographics”of
internet users. The number of usersparticipating in the survey is 10108.

Thi survey did not userandom sampling. How to make theselnternet surveys
more random is an open questionstill unresohed. The methodology aspects of the
survey are discussedat

http://www.gvu.gatech.edu/user  _surveys/survey-1997-10/#methodology

A selective summary of the survey, results and trend analysisappear in the web
pageprovided above, thus, it would be repetitiv e to reproduce all of them here.
For teaching purposes,one can do other analyses.For example,onecanlook at the
relation betweenageand number of yearson the internet, or betweenmarital
status and yearson the Internet.

| frequency

| row percentage

| column percentage
| cell percentage

2235 16.82 46.77 12.33 1.73 | 100.00
11.09 8.18 10.76 5.92 219 | 8.86
1.98 1.49 4.14 1.09 0.15 | 8.86

e +
| Years on Internet
ageclass | < 1/2 1/2-1 1-3 4-6 > 7| Total
5-10 | 52 29 10 1 3| 95
| 54.74 30.53 10.53 1.05 3.16 | 100.00
| 2.97 1.62 0.26 0.06 0.44 | 0.97
| 0.53 0.33 0.10 0.01 0.03 | 0.97
+. S —
10-20 | 194 146 406 107 15 | 868
|
|
|

20-30 | 334 352 1,227 778 218 | 2,909
| 1148 1210 42.18 26.74 7.49 | 100.00
| 19.10 19.72 3251 43.05 31.87 | 29.69
|

341 359 1252 7.94 222 | 29.69

17.85 1822 3851 18.44 6.98 | 100.00
100.00 100.00 100.00 100.00  100.00 | 100.00
17.85 1822 3851 18.44 6.98 | 100.00

30-40 | 375 393 833 435 223 | 2,259
| 1660 17.40 36.87  19.26 9.87 | 100.00
| 2144 2202 2207 2407  32.60 | 23.05
| 383 401 850 4.44 228 | 23.05
+ :
40-50 | 385 408 753 296 154 | 1,996
| 1929 2044 3773  14.83 7.72 | 100.00
| 2201 2286 1995 1638 2251 | 20.37
| 393 416  7.68 3.02 157 | 2037
+ S
50-60 | 251 261 392 156 65| 1,125
| 2231 2320 3484  13.87 5.78 | 100.00
| 1435 1462 1039 8.63 950 | 11.48
| 256 266  4.00 1.59 0.66 | 11.48
+ S
60-70 | 112 134 125 24 6| 401
| 2793 3342 3117 5.99 1.50 | 100.00
| 640 751 331 1.33 0.88 | 4.09
| 114 137 128 0.24 0.06 | 4.09
>70 | 46 62 28 10 0| 146
| 3151 4247 1918 6.85 0.00 | 100.00
| 263 347 074 0.55 000 | 1.49
| 047 063 029 0.10 000 | 1.49
+ P
Total | 1,749 1,785 3774 1807 684 | 9,799
|
|
|

Pearson chi2(28) = 771.6993 Pr = 0.000



| frequency

| row percentage

| column percentage
| cell percentage

Years on Internet
< 1/2 1/2-1 1-3 4-6 >7 | Total

Marital
Status
+
divorced

209 216 246 87 40 | 798
26.19 27.07 30.83 10.90 5.01 | 100.00
1151 1192 6.46 480 592 8.04

|
|
|
| |
| 211 218 248 0.88 040 | 8.04
+ Ammmmeee
live other | 124 130 389 214 83 | 940
| 13.19 13.83 4138 22.77 8.83 | 100.00
| 6.83 7.17 10.22 11.81 1228 | 947
| 1.25 1.31 3.92 2.16 0.84 | 9.47
married | 747 746 1,558 703 309 | 4,063
| 18.39 18.36 38.35 17.30 7.61 | 100.00
| 41.13 41.17 40.92 38.80 45.71 | 40.95
| 7.53 7.52 15.70 7.08 3.11 | 40.95
+ +
separated | 41 35 40 13 10 | 139
| 2950 25.18 28.78 9.35 7.19 | 100.00
| 226 193 1.05 072 148 | 140
| 0.41 035 040 013 010 | 1.40
+ +
single | 640 634 1,543 784 231 | 3,832
| 16.70 16.54 40.27 2046 6.03 | 100.00
| 35.24 3499 4053 4327 3417 | 3862
| 6.45 6.39 1555 790 233 | 3862
widowed | 55 51 31 11 3| 151
| 36.42 33.77 20.53 7.28 1.99 | 100.00
| 3.03 2.81 0.81 0.61 0.44 | 1.52
| 0.55 0.51 0.31 0.11 0.03 | 1.52
Total | 1,816 1,812 3,807 1,812 676 | 9,923
| 18.30 18.26 3837 18.26 6.81 | 100.00
| 100.00 100.00 100.00 100.00 100.00 | 100.00
|

18.30 18.26 38.37 1826 6.81 | 100.00

Pearson chi2(20) = 273.9131 Pr = 0.000

According to thesetables, the majority of Internet usersin 1997were between20
and 50 yearsold, and they had beenon the Internet lessthan 7 yearsfor the most
part. The majority of userswere married or single. Separated,widowed and
divorced peoplewere not big users. For most marital status groups,three yearsor
lesson the Internet werethe most commontime.

Many more conclusionscan be derived from the results. Data like the onein this
survey canreally leadto a lot of discussionaswell asto a lot of practice with
conditional, marginal and joint distributions. We have this data set saved in Stata
and in text format. Studerts can investigateall the relations that interest them in
this data set. Alternativ ely, they could try to obtain morerecen surveys,for
examplethe one undertaken by the UCLA Cernter for Communication Policy at
http://www.stat.ucla.edu/pages/internet-report.asp . From the samesite
one can accessnformation on similar surveysaround the world.

4. Internet traxc

Can we predict how the Internet network will perform at any time? An answer to
this questionwould have the practical implication of helping optimize service
provision to keepall customersand network administrators happy. Howewer the
Internet network is so heterogenousand unregulated, and the lack of cooperation



amongindividual senersis soprevalent that monitoring the network is a very
challengingtask. To monitor, good models are needed.But beforethe modeling
stageis readed, a good understandingof the data is necessary There seemso be
now a consensuamongresearbiersabout the nature of the data but not about the
bestway to model that data. In this sectionwe only unveil the nature of the data
set we analyzeand summarizesomeof the issues.The languageis very specialized,
and for this reason,we introduce someget-acquairied kind of information below
(Gautam, 2003).

Messageshat °ow from a sourceto a destination through a network are also
known astratc. This trazc and the network conditions are extremely random in
nature.

There are three typesof telecommnunication networks {telephony (telephone
network for voice calls, fax, and alsodial up connections),cable-TV networks
(cable,web-TV, etc.) and high speednetworks suc asthe Internet. We are
concernedwith high-speednetworks.

Tratc °owing through the networks can be classi edinto seweral types. Two of
the most commontratc typesare ethernet padkets/framesand ATM cells. The
length or sizeof an Ethernet padket rangesanywherefrom 60 bytes to 1500bytes
and generallyfollows a bimodal distribution. The length of ATM cellsis xed at
53 bytes. Thereforethe network tratc comprisesof millions and billions of these
little padkets or cells. We are concernedwith padets tratc.

The padkets arise becausewhen a messageneedsto be sert from a sourceto a
destination, it is broken down into small padkets and transported that way from
the sourceto the destination.

The protocolsresponsiblefor this transport of padets over networks are user
datagram protocol (UDP) and transmissioncortrol protocol (TCP). With UDP,
the destination doesnot adknowledgethe receipt of padets to the source. TCP is
an acknowledgemen (ACK) basedprotocol. In this paper, we are concernedwith
padets transported by TCP protocol.

There are se\eral network performancemeasureghat cortribute to the Quality of
Serviceof a network. Among others, we have: (a) lossprobability, or the
probability of delivering a messagevith somedata loss;(b) delay or latency, the
time lag betweenthe sourcesendinga messagend the destination receivingit; (c)
delay-jitter or measureof the variation of the delay; (d) bandwidth or rate at
which messagesire processed.Thesemeasurescan be usedfor optimal designand
admissioncortrol of the networks. Designdealswith bu®ersizes,link capacities,
network parameters,tratc shapingparameters,and other. Admission cortrol
involvesrejecting or acceptingan incoming requestfor connection. Thesevariables
are very hard to measure;somereseartiers have comeup with inferencemethods
to estimatethem. Thesemethods are very complicatedand dixcult to understand
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by beginning statistics studerts. Becausethe nature of the data is sodi®eremn from
that of data we are more usedto in our undergraduateclassesstuderns should be
able to understandthat scierists are having a very hard time coming up with
good models.

There are two main areasof interest in the researt on Internet tratc data. One
areais concernedwith understandinghow traxc data perform within a single
route, i.e., in the connectionbetweena pair of nodesin the network, which allows
the useof stochastic processmodeling (Willinger et al., 1995;Willinger and
Paxson,1998;Paxsonand Floyd, 1995). It hasbeenfound that the modelsused
for telephonenetworks are not good for Internet tratc (Willinger et al., 1995).
The other areais more focusedin modeling the simultaneousactivity acrossall the
nodesin the network, i.e., traxc measuremets at di®eren nodesbasedon
carefully done sampling at di®eren nodes. This latter approad is known as
\network tomography” (Castro et al., 2003)and it is very receri. The goal of both
approadesis to predict measuref performanceof the networks. The singleroute
approad supporters believe that by careful selectionof processe$so model the
tratc, more theoretical analysiscan be donefor multiple routes aswell. Many
attempts are being made by this group at maintaining the old queueingmodels
that work sowell with telephonenetworks, with someadaptationsto the di®erert
behavior of Internet data (Guerin et al., 2003).

It shouldbe pointed out that becauseof the privacy of network data researtersare
having a very hard time obtaining the data they need. But for the data setsthat
have beenmade publicly available, there are standardizedways to reducedata on
tratc to statistics-friendly data. For example,Je®Mogul usedthe stepsdescribed
at this site http://ita.ee.lbl.gov/html/contrib/sanitize-readme.txt to
make the TCP data set we usein this sectionuserfriendly.

The data discussechere can be obtained from the Internet Tratc Archive at :
http://ita.ee.lbl.gov/html/contrib/DEC-PKT.html and is labeled
dec-pkt-1.tcp. This data set summarizestraces of one hour's worth of TCP tratc
betweenDigital Equipmert Corporation and the rest of the world on March 8th,
1995. Paxsonand Floyd (1995) also analyzedthis data set. It descrikes2,153,462
million padkets and cortains the following 6 variables.

2 timestamp of padet arrivals. For the rst padet in the trace, this is the raw
time. But | removed the integer part.

2 source: Sourcehost
2 destination: Destination host
2 sourceport: sourceTCP port

2 destrt: Destination TCP port

11
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Figure 4. Histogram of the number of data bytes in a padcket

2 databytes number of data bytes in the padet, or O if none (this can happen
for padets that only ack data sert by the other side. We remove the O
padkagesin all the analysisdone below.

The padket sizeand number of padkets per minute are very important variables,
and we will analyzethem here.

Our analysisin this paper will be limited to someof the preliminary descriptive
data analysisusually done. Sincethe data set we useis only for an hour there are
many things that other studieslook at that we can not investigate.

A histogram of the number of bytes per padket is shovn in Figure 4. We can see
that it is bimodal as expected. The minimum valueis 1 and the maximum is 1460.
The most frequen padkagesizeis around 512. Packagesof that sizearrive
uniformly throughout the day, they are not concenrated in any particular hour.
The correlation coetcient betweenthe timestamp and the databytes variablesis
0.01128,illustrating the lack of relation.

Another questionof interest is: do the times betweenarrivals of two consecutie
padets to Digital Equipmert follow an exponertial distribution? This questionis
important becausdf that is the case,there is still the possibility that somevariant
of Poissonmodels could be usedfor modeling the number of padkets arriving per
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Figure 5: Distribution of interarrival times of padkets

unit of time. A histogram of the timestamp betweentwo arrivals revealsthat
inter-arrival times are exponertial. We can seeit in Figure 5, wherewe have an
exponertial kind of distribution with a short tail. Summary statistics show that on
average,padkagesarrive within 0.000976secondsof ead other, accordingto the
median. The smallestinterarrival time is O, for padkagesthat arrive
simultaneously and the maximum amourt is 0.11. The consensusn the literature
is that this variable is exponertial.

Unlike in telephonenetworks, wherethe number of arrivals per unit of time is
Poisson,in Internet networks exponertial inter-arrival times do not translate into
Poissonbehavior for the number of padets per unit of time, or for the number of
data bytes per unit of time. This hasbeenattibuted by computer sciertists and
engineergso the burstinessof those variablesover time, regardlessof the time
scalesat which we measurethem. Many papers have beenwritten showing how
this periodic outbursts of activity over time are presen in almost all the publicly
available data sets. The challengehasbeenand still is to determinewhy. Most
papers have resortedto asymptotic explanations,and to this day there is no
consensu®n this matter.

The data set we usein this sectionis too short to investigatethe burstinessof the

number of padkets per unit of time thoroughly. But it illustrates what this
behavior looks like in a plot. We createda data set called "pacpersecond”

13
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Figure 6: Trace of the number of padets per second

represeting the number of padets arriving every second,and plotted it againstan
index variable represeming seconds.Figure 6 shows that the number of padets per
seconddisplays burstiness. Changingthe scaledoesnot make the burstiness
disappear; we createdanother variable called "pacperminute” that represets the
number of padets arriving per minute. Figure 7 shaws the trace of this variable
againstan index variable represeting minutes. Again, the burstinessis preser.
The fact that the burstinessdoesnot disappear whether we measurethe number of
padets per minute, per second,or millisecond, is not a characteristic of Poisson
courts. And this is what is making the modeling so dicult.

The above descriptionsof the data we are usingin this paper indicate that this
data set follows the samebehavior as most of the data setsanalyzedin the
literature on network traxc. With thesepiecesof information, researbersare
trying to determinewhat kind of model of network tratc will capture these
characteristics. There are many other interesting typesof analysisthat onecan do
with longer data sets,but they all lead to the sameconclusions.Theseother data
setscan be found in the addressgiven earlier in this section.
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5. Conclusions

As the readermay be able to ascertainfrom the above stories, there is plenty of
interesting projects for our studerts in the analysisof Internet data. The data sets
that most researbersare usingto test their models are publicly available. These
data sets, after appropriate processingcan be assignedo studerts to investigate
guestionssimilar to those summarizedabove or more advancedones.

What is mostrelevant is that the analysisof Internet data is at its early stagesand
thereforethere are many unsolwed questionsand no establishedparadigm. By
involving studerts in those questions,we are making them active participants in
current debates,without leaving the classramm. Interestedreaderscan contact the
authors to accessxercisesand data setsthat we have preparedfor usein the
classraom.

App endix A
We presen below the R program usedto obtain the results and graphsof Section2

above.

# Readdata, do histogram and superimpose the inverse Gaussian

15



length=read.table(""msnbclength.txt",header=T)
length=length$length

length=length[length<=100]

library(SuppDists)

postscript(" histogram.eps”,horizontal=FALSE)
par(mar=par(" mar")+c(0,0,15,0))

hist(length,prob=T)

pts=seq(from=par(" usr")[1],to=par(" "usr)[2],len=length
lines(pts,dinvGauss(pts,4.747129,3.081917),xpd=T)

<
dev.off()

# Dothe plot of log length against log frequency and
# find regression estimates

freqtable = read.table(" frequencytable”,header=TRUE)
length=freqtable$length

frequency=freqtable$frequency
plot(log(length),log(frequency))
Im(log(frequency)~log(length))

library(SuppDists)
length=read.table(""msnbclength.txt",header=TRUE)
length=length$length

n=length(length)
lengthsum=sum(length)
lengthtable=table(length)
lengthfrequency=table(length)/n
cumlength=cumsum(lengthfrequency)
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mu=4.747129
lambda=3.081917

lI=seq(1,100)
prob=pinvGauss(l,mu,lambda)

postscript(" cdf.eps”,horizontal=FALSE)
par(mfrow=c(1,2))

plot(l,cumlength[1:100],type="p" ,xlab="length",ylab=
probability")

lines(l,prob)
plot(prob,cumlength[1:100],xlab="Inverse

Gaussian CDF",ylab="Empirical CDF")
lines(1/100,1/100)

dev.off()

App endix B

Cural ativ e

We presen herethe R program usedto obtain the results and graphsof Section4.

decl = read.table("dec-pkt-1.tcp",header=TRUE)

timestamp = decl$timestamp[decl$databytes>0]
databytes = decl$databytes[decl$databytes>0]
source=decl$source[decl$databytes>0]
destination=decl$destination[decl$databytes>0]
sourceport=decl$sourceport[decl$databytes>0]
destport=decl$destport[decl$databytes>0]

hist(databytes)
summary(databytes)

plot(timestamp,databytes)

arrivals = matrix(timestamp)
interarrivals = matrix(rep(0,1378970),ncol=1)
for(i in 1:1378970) {
interarrivals|i]= arrivals[i+1]-arrivals]i]
}
hist(interarrivals)
summary(interarrivals)
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y =rexp(1378970,383)
hist(y)

pacpersecond = matrix(c(rep(0,3600)))

for(i  in 1:3600) {
pacpersecond[i]=length(timestamp](floor(timestamp))==i])

}
plot(pacpersecond,type="b")

pacperminute = matrix(c(rep(0,60)))
pacperminute[1l]= sum(pacpersecond[1:60])
fori  in 2:60) {

j=(-1)*60+1

k=i*60
pacperminute[il=sum(pacpersecond]j:K])

}

plot(pacperminute,type="b")
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